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Abstract—Various security-oriented static analysis tools are
designed to detect potential input validation vulnerabilities early
in the development process. To verify and resolve these vulnera-
bilities, developers must retrace problematic data flows through
the source code. My thesis proposes that existing tools do not
adequately support the navigation of these traces. In this work
I will explore the strategies developers use to navigate tainted
data flow in source code and work toward solutions that support
successful strategies.

I. INTRODUCTION

Security defects pose a pressing threat to modern software
systems. Compared with other types of defects, security de-
fects are more likely to impact company profits [1]. One
class of particularly damaging defects are input validation
vulnerabilities. According to Tsipenyuk and colleagues, input
validation vulnerabilities cover four of the top ten most critical
security risks [2].

There are a variety of tools designed to detect potential input
validation vulnerabilities early in the development process,
even before the code executes. Detecting these defects early is
important, because long-lingering defects are more expensive
to fix [3]. There are two broad types of tools that can
detect these defects statically. One type, know as static taint
analyzers, detect defects by tracking the propagation of user
input through a system. The other approach, pattern-based
static analysis, detects potential defects by matching the code
to predefined criteria.

Regardless of the underlying defect detection approach,
developers play a key role in resolving security defects. Unfor-
tunately, analysis tools do not effectively support developers
in resolving the defects they detect [4]. Consider, for example,
how Joelle — a persona inspired by participants in my previous
study [5] — attempts to resolve a defect detected by Find
Security Bugs (FSB).! Initially, she reads the notification gen-
erated by FSB; potentially tainted data has reached a sensitive
context. Now she must determine whether that data has been
properly sanitized. She tries to find a tool to help her retrace
data back to its source, eventually settling on the navigation
tools built into her integrated development environment. The
tools help Joelle navigate her program’s call graph, but she
must manually track the flow of data across calls. She finally
locates sanitation methods along the few program paths she
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retraces. Tired of tracing data through obscure corners of the
system, she decides to ignore the warning. Two weeks later,
an attacker executes a SQL injection attack along a vulnerable
path she did not consider, causing her company to loose
valuable data.

Though different tools might have helped Joelle navigate
more easily, little is known about which tool interfaces support
trace navigation most effectively. Some tools provide little
support by simply generate textual descriptions of problematic
data flows, leaving developers to use their choice of general
purpose navigation tool. At the other end of the spectrum,
other tools provide an array of various custom navigation
interfaces, including code annotations and visualizations.

In my work, I will explore the following research questions:

« RQI1: What strategies do developers use to successfully
resolve input validation vulnerabilities?

« RQ2: To what extent do the interfaces of existing static
analysis tools support these strategies?

« RQ3: How can static analysis tools better support effec-
tive strategies?

II. How DO DEVELOPERS RESOLVE SECURITY DEFECTS?

My previous work identified developers’ information needs
while resolving security defects using a pattern-based static
analysis tool [5]. I observed ten developers performing four
tasks, three of which required them to resolve input valida-
tion vulnerabilities. Some of the vulnerabilities participants
encountered were false positives. Participants in this study
used FSB, which locates suspicious data sources and sinks, as
well as provides textual notifications. As part of determining
whether the vulnerabilities were false positives, participants
investigated code surrounding suspicious data sources and
sinks, using general purpose navigation tools and techniques.

I extended the study and performed a second round of
analysis. By doing so, I was able to identify the strategies
developers used to acquire the information they need.

Applying these analyses to the three input validation vul-
nerability tasks produced two relevant results: (1) Retracing
the flow of data by navigating source code was important
part of participants’ resolution strategies, and (2) participants
struggled to select and use program navigation tools to retrace
the flow of data through source code.
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/* copy the file from url. */ 1)
httpInStream  conn B —

FileOutputStream outStream = new FileOutputStream(localFile);
byte[] buffer = new byte[1024];

int bytesRead = 0;

while ( (bytesRead = httpIlnStream.read(buffer)) != -1){

outStream.write(buffer, 0, bytesRead); ‘—!
.

Fig. 1: Trace navigation interface: (1) Code highlighting
helps developers locate and trace tainted data. (2) Yellow
arrows draw developers’ attention to the steps where the tool
used a potentially inaccurate heuristic. (3) Arrows (@) enable
navigation between relevant lines and across files.

Building on these results, I began exploring designs for tools
that better support developers in retracing dataflow through
their programs. One tool, Flower,” is designed to enable
structural program navigation with a minimal interface. An-
other design, depicted in Figure 1, helps developers navigate
individual taint traces and quickly identify tainted data. It
also helps developers hone in on locations where the taint
tracking tool used heuristics in its analysis. Those locations are
important to developers, because they may require additional
verification.

III. PROPOSED EVALUATION PLAN

Thus far, I have studied developers’ defect resolution strate-
gies (RQ1) while using a tool that provided little support
(RQ2) for navigating taint traces. Recognizing the importance
of navigating taint traces, I have begun to explore designs
for tools that might help developers perform this task more
effectively. To further inform the design of such tools and
complement my initial study, I propose to evaluate the existing
tools that do attempt to support trace navigation.

First, I will inspect existing taint trackers that more or less
support the navigation of taint traces, specifically examining
their interfaces (not their underlying defect detection algo-
rithms). This process will produce a categorization of interface
elements. Next, I will select a representative subset of the
tools covering all the categories and evaluate those tools in
a user study. By observing users interacting with the tools, I
will gain insight into which interface elements most effectively
help developers thoroughly navigate taint traces and accurately
resolve input validation vulnerabilities (RQ1/RQ2).

Based on my findings, I intend to derive design guidelines
and apply those guidelines by either implementing a new
navigation tool or modifying an existing taint tracking tool

(RQ3).
IV. RELATED WORK

Existing literature has primarily focused on improving the
algorithms that detect input validation vulnerabilities. Re-
searchers have provided tools and techniques for detecting
new vulnerabilities [6] in new contexts [7]. These techniques
are assessed on how accurately and efficiently they detect
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vulnerabilities [8]. However, the interfaces for these tools have
not been systematically evaluated. My work aims to amplify
the impact of existing tools by reviewing and improving
their interfaces, with the end goal of assisting developers in
resolving the defects the tools detect.

Program navigation is a critical task for resolving input
validation vulnerabilities and a well studied research area.
Several approaches enable developers to navigate source code
structurally, between arbitrary points in a program (e.g. [9],
[10]). Unlike other tasks, retracing taint flow is unique in that
the developer must navigate between two fixed program points
(potential sources of data and sensitive sinks). In this work,
I will tailor applicable findings from the program navigation
community to better suit the task of retracing taint flow.

V. CONCLUSION

Rethinking the way tools present taint traces to developers,
I propose to continue to perform a systematic evaluation of the
static analysis tools that detect input validation vulnerabilities.
The algorithms and analysis techniques underlying these tools
have already been throughly examined. However, I contend
that by bettering these tools’ interfaces, we can help devel-
opers leverage the advances in analysis techniques to resolve
vulnerabilities more accurately and efficiently.
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